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ABSTRACT

Recently, there has been a lot of studies and efforts to strengthen the stability of critical infrastructures against increasing
cyber attacks to critical infrastructures. In this thesis, I defined what cyber threats are, after showing you various definitions
about what cyber threats are and what the types are. After studying about significant cyber threats from China, I showed
you the realities of cyber threats with the analysis about starting points, types of cyber threats, ratios of attacks and so on.
At last, I defined guidelines about unnecessary oversea IP range blocking. Also, I proposed unnecessary oversea IP range
blocking methodologies with per information system and per network system. Furthermore, I proposed blocking characteristics
per security equipment and security operation improvement and blocking effects and service process to normal oversea users.
Keywords: cyber threats, critical infrastructures, cyber security, cyber threats, IP blocking
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Fig. 1. Blocking case of ERCOT
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Fig. 2. Blocking policy of ERCOT
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Table 1. Blocking cases for China IP

Name of website Day of blocking
internet fishing

1 community 2012.4.27

2 geochat 2013.3.21

3 INS 2017.3.28

4 F-coin 2018.8.28

# ‘blocking China IP' Search result with Naver.com
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Table 2. Yearly Top10 Nations share of Bad IPs

Year
2015 2016 2017 2018
10 nations total 4,479 | 3,666 | 6,662 | 10,700
year total 5,961 4,598 | 9,159 | 15,313
share of 10 nations| 75.8% | 79.7% | 72.7% | 69.9%

category

Table 3. Top10 Nations of Bad IPs

[Year 2015] [Year 2016]
Nation | Count | Ratio Nation | Count | Ratio
1| China 1982 | 44.25% 1 China 2,035 [54.78%
2 USA 1,012 | 22.59% 2 USA 657 |17.69%
3| Korea 285 6.36% 3 |Netherland| 205 5.52%
4|Netherland| 243 5.43% 4 | Germany | 146 | 3.93%
5| Germany 205 4.58% 5 Russia 126 | 3.39%
6| France 175 3.91% 6 | Canada 125 3.36%
7| Taiwan 173 3.86% 7 | France 103 | 2.77%
8| Russia 167 3.73% 8 |HongKong| 102 2.75%
9| Thailand 126 2.81% 9 | Taiwan 95 2.56%
10 Japan 111 2.48% 10 Brazil 72 1.94%
Total 4,479 Total 3,666
[Year 2017] [Year 2018]
Nation | Count | Ratio Nation | Count | Ratio
1| China 1,674 |2513% 1| China | 3,948 | 36.9%
2| Brazil 1,495 |22.44% 2| USA 25,84 | 24.1%
3 USA 1,467 |22.02% 3| Brazil 1,088 | 10.2%
4| Germany 351 5.27% 4| Egypt 591 5.5%
5| Korea 350 5.25% 5| Korea 496 4.6%
6|Netherland| 286 4.29% 6| Russia 418 3.9%
7| England 283 4.25% 7| England | 403 3.8%
8| Russia 282 4.23% 8| Canada 401 3.7%
9| France 241 3.62% 9|HongKong | 391 3.7%
10 Canada 233 3.50% 10 France 380 3.6%
Total 6,662 Total 10,700
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Table 4. Cyber Attacks Top 10

Cyber Attacks Top 10 in 2017 Count | Ratio

Wordpress management page

connection(H) 1073 | 21.39%

file excution by wireless router remote
2 excution vulnerability(H) 848 1691%
Remote Command excution vulnerability o
3 attack with Apache struts 2(H) 728 14.51%
4 PBX system scan with SIPVicious 643 12.82%
5 Scanning for inner server status 320 6.38%
Management page connectin & webserver
6 vulnerability checking by Muieblackcat(H) 317 6.32%
7 phpmyadmin basic page connection(H) 299 5.96%

8 DOS attack by abnormal TCP Flag mix(H) 285 5.68%

9 | FCK Editor management page connection(H) | 252 5.02%

10 D-Link ID, PW disclosure attack(H) 251 5.00%

Total 5,016




Fig. 3. 3 main cyber threat nations
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Cyber Attacks Top 10 in 2018 | Count | Ratio 50%°l14 2 60% FTolv Hit 53% FTolt).
OS command injection attack by URL
1 vulnerability(H) 1373 | 1810% = -
A 3241 Z39| Alols /g
2 | Wordpress management page connection(H) | 1,366 18.01%
3 Oracle web logic vulnerability attack(H) 1,300 | 17.14%
2 A =" FA) Alolw 3o
4 BOF Attacks by Webdav propfind(H) 753 9.93% & 34 Bz wlet | =re] Aol S13l2
5 © 0 o .
5 remote excution vulnerability of Dasan 564 743% 2"'_114]791 o‘l ;g‘ﬂ'gf D]—j\_ 151_0]';@ 01,]_ 7‘]—6457]' ‘:Hzﬂ
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9 D-Link ID, PW disclosure attacks(H) 408 5.38% s ] 21.76% -5 101’] J LH‘/] & ]‘J‘
10 file excution by wireless router remote 201 5299 % 89. 26/7}‘ —L‘A RS :ﬂ‘ o] 7‘]-5 £ 6 E 1
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excution vulnerability(H) BAgdnh 201796 64.65% AEs wold®
Total 7,586
TAI5H
zQ o| Alo[H & &5} .
324 =l Aol lE & Table 6. Cyber Attacks Top 10 from China
2018 71% F8 Aol 9= Top 3 =7} Cyber Attacks Top 10 in 2017 Count | Ratio
Remote Command excution vulnerability
(Z=, v, Bepd)e] 201594E 20187-A]¢] 1 attack with Apache struts 2(H) 263 | 26.95%
okl TP zbst 7A=2] W3} Feo)e} A iﬂ oAl 1P A 2 | DOS attack by abnormal TCP Flag mix(H) | 161 | 16.50%
T e ARES F 59f 18 308 F3slyr F 3 Sharing folder scanning 88 9.02%
8 Aoy 93 Y A [P AHAHFEE FH4x 4 | FCK Editor management page connection(H) 75 7.68%
5 Scanning for inner server status 74 7.58%
6 | Wordpress management page connection(H) 74 7.58%
Table 5. Counts & share of bad IPs of 3 7 | Possible Methods scanning in webserver 64 6.56%
nations 8 135/TCP RPC Port Scanning 63 | 645%
i i : 9
category Year 9 phpmyadmin basic page connection(H) 58 5.94%
nation 2015 2016 2017 2018 10 vulnerability scanning for network infra 56 5.74%
- Total 976
China 1,982 2,035 1,674 | 3,948
USA 1,012 657 1,467 | 2,584 Cyber Attacks Top 10 in 2018 Count | Ratio
Brazil 39 72 1,495 1,088 1 Oracle web logic vulnerability attack(H) 683 | 40.51%
3 nations total 3,033 | 2,764 | 4,636 | 7,620 2 BOF Attack by Webdav propfind(H) 468 | 27.76%
all nations total 5,961 4,598 | 9,159 | 15,313 3 apache tomcat directory login trials 134 7.95%
share of 3 nations| 51% 60% 51% 50% Remote Command excution vulnerability
4 . 128 7.59%
attack with Apache struts 2(H)
5 Webshell file upload(H) 65 3.86%
3 main bad IP making nations of 4 years 6 wget file download to server(H) 50 2.97%
. 7 vulnerability scanning for network infra 47 2.79%
4,000
/ 8 | Wordpress management page connection(H) 39 231%
3,500
2000 9 | FCK Editor management page connection(H) 37 2.19%
2,500 10 DDos by changing Http Header(H) 35 2.08%
2,000 —_— Total 1,686
1,500
1,000
50 3242 0|=9| Alo|t{ Y
0
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FAET 20173 42.11% A= 2398 = Table 8. Cyber Attacks Top 10 from Brasil
TAe] et
Cyber Attacks Top 10 in 2017 Count | Ratio
file excution by wireless router remote
1 ) e 848 | 62.40%
Table 7. Cyber Attacks Top 10 from USA excution vulnerability(H)
2 D-Link ID, PW disclosure attack(H) 251 18.47%
Cyber Attacks Top 10 in 2017 Count | Ratio 0S command iniection attack by URL
3 Inabity( Y 84 | 6.18%
1 PBX system scan with SIPVicious 189 | 25.68% vulnerability(H)
Remote Command excution vulnerability o 4 Wordpress management page 41 3.02%
2 attack with Apache struts 2(H) 103 13.99% connection(H
3 Scanning for inner server status 78 10.60% 5 Host information collection by packet 39 2.87%
™ - - Slider Revolution of WordPress plug-in file o
4 vulnerability scanning for network infra 61 8.29% 6 download vulnerability attac’l)<s(gH) 33 2.43%
5 |Wordpress management page connection(H)| 61 8.29% 7 vulnerability scanning for network infra 25 1.84%
6 Simple Scanning 56 7.61% Remote Command excution vulnerability o
8 ttack with Apache struts 2(H) 15 1.10%
2 | Management page connectin & webserver 53 720% attack with Apache struts
vulnerability checking by Muieblackcat(H) ] 9 Network sharing netbios port scanning 12 0.88%
8 Webshell file upload(H) 48 6.52% 10 PBX system scan with SIPVicious 11 0.81%
9 phpmyadmin basic page connection(H) 45 6.11% Total 1,359
10 Sharing fold i 42 5.71% " "
anng folder scanning Cyber Attacks Top 10 in 2018 Count | Ratio
Total 736
ot 1 D-Link ID, PW disclosure attack(H) 408 | 39.80%
q . fil tion by wirel t t o
Cyber Attacks Top 10 in 2018 Count | Ratio 2 e exc%;g&ioﬁ ‘\/,Vlmi:rs:bﬂﬁl;(ﬂ) remote 400 | 39.02%
1 zgrab Scanner Scan 452 37.92% 3 OS command injection attack by URL 81 7.90%
- - vulnerability(H) R
2 Scanning for inner server status 161 13.51%
4 |Word t tion(H 56 5.46%
3 Oracle web logic vulnerability attack(H) 159 13.34% ordpress management page connection(H)
: 0y
4 PBX system scan with SIPVicious 89 7.47% > wget file download to server(H) % 2:54%
- - : .
5 SQL INJECTION(H) 79 6.63% 6 vulnerability scanning for network infra 22 2.15%
7 Oracl b logi | bility attacks(H 10 0.98%
6 |Wordpress management page connection(H) 60 5.03% racle web logic vulnerability attacks(H) °
8 SQL INJECTION 10 0.98%
7 Webshell file upload(H) 5| 428% Q )
Ny 9 Network sharing netbios port scanning 6 0.59%
8 BOF Attacks by Webdav propfind(H) 49 4.11%
10 Scanning for inner server status 6 0.59%
9 MSSQL Scan 46 3.86%
Total 1,025
10 wget file download to server(H) 46 3.86%
Total 1,192
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Table 9. Top 20 Nations of Cyber Threats in
2018

[Year 2018.1 ~ 12]

Nation Count Nation Count
1 China 3,948 11 | Netherlands 331
2 USA 2,584 12|  Mexico 300
3 Brazil 1,088 13 Italy 274
4 Egypt 591 14 Japan 228
5 Korea 496 15| Germany 200
6| Russia 418 16 India 190
7| England 403 17| Mauritius 178
8| Canada 401 18| Thailand 176
9| HongKong 391 19| Indonesia 153
10  France 380 20| Vietnam 150
20 nations total |12,880(84.1%) all nations Total 15,313

Table 10. Yearly Top20 Nations share of Bad
IPs

Year

category
2015 2016 2017 2018

20 nations total 4,984 | 4,097 7,394 | 12,880

year total 5,961 4,598 | 9,159 | 15,313

share of 20 nations | 83.6% | 89.1% | 80.7% | 84.1%

326 S P Cfod CHE| 2712 A P H|S

AU (KISA) defABAE ] A
A Z7PE B4 IPA9S % 190,35070]th. 2018
S A9E 5 F2 oA 1P A F71E9
BH IPHY d3s Awng vlge] 7 B [P
ol ®mfate] oF 28%(53.52270) 02 viehdt},
Bepd 2 oF 4.8%(9.09170), Alok= F 4.6%
(8,82370), 32 oF 4.3%(8.25170), oA EE <F
0.1% (16472 B3t gle ol
=7 oA [P H]ES 20189 59 F& ofA IP
Ay Z7bEe] oA TP WA Zlgee) S B P
o] Seeke] wiER Ak o A TP BlE =
7H= oA ER 244.5%, 1 thee EFFow
47.85%% Jeille A& gl 5 glet. o3t o
A IP WA vEE 2R ARk o B
o] Aol $lgde] 71 Az Ae o 5 olvh F

= o IP gL 1R & AT
511812 =11, v]=3} 2Ajole= 0.1“H Zzo]n
2hdo] 0.25% & e o]

X 119 e}

Table 11. Bad IP Ratio per countries’ IP Ranges
in 2018

category USA Brazil | Russia | China Egypt

retention IP
Ranges (A) 53,522 9,091 8,823 8,251 164

retention IP
ranges ratio | 28.1% 4.8% 4.6% 43% 0.1%
in 2018

Bad IPs in

2018 (B) 2,584 1,088 418 3,948 401

Bad IP
making 483% | 11.97% | 474% | 47.85% |244.51%
Ratio(B/A)

Bad IP Ratio

Magnificati
o5 il 0.10 0.25 0.10 1.00 511

China

% Total IP ranges are 190,350 in the world(2018.12.31)
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Fig. 4. Nations' IP ranges pages of KISA
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Table 12. Oversea IP range Blocking methods

Per Per Network System
Category lnf;)yr:::::on Al <ome
Nation Nation
@ Convenience o) o)
@ Repulsion o)
@ accuracy o}
@ effectiveness o)
® availability ¢} o}

o

A4 d9) F7he Axkshs Aol olsirhd Hv) A}

olv] $3= 2 Wt o Ax 7hed Zlolrt of
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Table 13. Access permission cases per web
authentication types

Non-Authenticated | _ thentica
Category members ted
Abroad | domestic | members
O 1P o
Authentication X % o
by Firewall
ST
uthentication
(www.url.co.kr o o @)
admin)
@ ID/PWD
Authentication O ) o)
4.4 RHE ks 2omH SY s

3] TP e Aekd 4717] Anlol|A Adoe] 715
stk ZHE Ao e AZE B9EE ogaly]
iMol 7Vs38le, DDoS, #hY, IPSelAE Agt
34 AL 53 i}ﬂol 7V Aol et
S w33 ) DDoSe} wh}
S o]gsh= Ao 7}%} E}%E‘ Zolw] wr]-el B
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Table 14. Access permission cases per web
authentication types

Per Network
Per System
Category Information
System All some
Nation | Nation
@O Router x N A
@ DDoS o) o) O
@ FireWall 0 o} 0
@ IPS A A A

% Possible but not recommendable is ‘A’
Possible and recommendable is ‘O’

Impossible is X
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Wk 4% % A oM 1P Aske 99 of

o A BEEE U . 342 A
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olefe] ¥ 52 WHOISAHAS &3 <t IP
175.45.177.1459] 34 HHE 3|3
z35 9 ¢ 9 IP= 539 1
42 175.45.176.0~179.255%1< 4l
AAA G

‘Ryugyong-dong, Potong-

District'$le & 4= it}

UQ
UQ
QO
B
aQ

¥ Informat fon related to "175.45.176.0 - 176.45.179. 255"
¥ Abuse contact for "175.45.176.0 - 175.45.173:255 " is'postuaster@star-co.net.ke

Inetnus: 176.45.176.0 - 175.45.179, 256
netnane: STAR-KP

descr: Ryugvong-dong

descr: Patong-gang District
country: KP

org! ORG-SJYC1-AP

adininec SJYC1-AP

tech-c: SIVC1-AP

status: ALLOCATED PORTABLE
mnt=hy: APNIC-HM

nnt-lower: WA INT-STAR-KP

Fig. 5. WHOIS search page for IP ranges
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- = > —, 175.945.176.81
=, AT 2FHel At F71e] [P e 1P x 175.45.176.5
g > b 175.45.177.0/249
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Fig. 9. CSV file upload example
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Table 15. CSV file format descriptions

Item Description

1 | Group Name Name of Group

2 | Group DESC Description of Group

3 Inclusion Direction of Inclusion

4 Name Name of IP

5 Type Range or Host

6 ADDR Real IP Address or Range

7 NIF Abbreviation of Network Interface
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V1= additional attacks checking=3 Min

V2= WhOIS IP checking = 3 Min

V3= enrollment per 1 network = 3 Min

if network=1 & IP = 1,

N(1,1)= activities time for IP blocking
= V1 + V2 + V3 = 9Min

if network=2 & IP = 1,

N(2,1) =activities time for IP blocking
= V1 + V2 + V3x2 = 12Min

if network=n & IP = 1,

N(n,1) =activities time for IP blocking
= V1 + V2 + V3xn

if network=n & IP = m,

N(n,m)=activities time for IP blocking
= (V1 + V2 + V3xn)xm
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Table 16. Example of ERCOT's process A QlEYle g AMu|A(HTTP, HTTPS)E A-&3}
L AR AHES = H = o) =3
ERCOT's blocking process = ;i 1285 Lfﬂjr a‘ls’ij %wa L‘;l =

A=) ~ 3 S ol A
bloc | ERCOT's standard operating procedure is T ARz ik Aol gFe] Sl ARdelnh.
king |to deny access to ERCOT resources if X 13049} o] Ql7lEl AERLE s|ubo R & A4

reas |there is no valid business reason for
on such access. Hl2 ARA 2N e} Fe] 5] A To] 7}
If you believe you have a valid reason for accessing o el

reasources, please answer the questions B =R Agksls 7ukAAde] o3 Qe o

below to help us in our consideration reguarding

the granting of access. Once this form is conpleted,

please return it to helpdesk@ercot.com EROOT will

contact you when a final determination is made.

how (5 questions] )

to 1. What is your reason for accessing

un- ERCOT resources?

block 2. Is your company/organization a current

ERCOT  Market Pacticipant? Is your

company/organization affiliated with a
current ERCOT Market Participant?

3. What is your physical address?

4. What is your IP from where you

will access ERCOT resources?

5. What is your contact information?
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